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ABSTRACT
The School of Graduate Studies
The University of Alabama in Huntsville
Degree:

Master of Science

College/Department:

Science/Physics

Name of Candidate: Emily Maureen Layden
Title: Detecting Corrosion with Passive Radio Frequency Identification Tags

A small, remotely accessed corrosion detector has yet to be realized despite
corrosion being a major obstacle in maintaining metal structures. This work demonstrates
a detector made using radio frequency identification (RFID) technology that is capable of
fulfilling these requirements. A RFID tag was made using copper tape, a 100pF capacitor,
and a 13.5 MHz microchip partially covered in a resistive polymer containing a corrosion
susceptible material. This material was created using a thin section of copper tape. The
functionality of the tag was monitored as the thin copper tape was corroded using ferric
chloride. After the tag ceased working, it was visually determined that the thin copper
tape had disintegrated. This indicated a positive result for the effect of corrosion on the
tag. The tag is designed to corrode before the surrounding materials and can be sealed in
a container as an early warning system for corrosion.
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CHAPTER 1

INTRODUCTION

Corrosion is a widespread problem that plagues many aspects of both military and
civilian infrastructures. Not including civilian costs, national figures put maintenance
costs due to corrosion at over $300 billion per year [1]. Currently, the most common
solution to combating the effects of corrosion is the use of materials and paints that resist
or prevent corrosion. While these proactive methods are effective in delaying corrosion,
there is currently no means of detection should corrosion occur in the inevitable failure of
the prevention materials. With corrosion causing large maintenance costs across many
industries, it would be advantageous to have a small, inexpensive detector using a very
common technology. Radio frequency identification (RFID) technology has, in the past,
been used in such endeavors as animal tracking, merchandise identification, personal
identification, and secure building access. This research will show how a modified RFID
tag is able to detect corrosion in normally inaccessible locations.
Radio frequency identification tags are generally used to track items by having
certain information stored in the tag’s microchip. The tags use a central resonance
frequency and a frequency bandwidth that allows the reader to power the tag and transfer
the information back via the return signal. This is the function that can be used to detect
corrosion. Special RFID readers display the information stored on the chip, such as a
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serial number. This research does not use the information stored on the chip, so a simple
reader connected to an oscilloscope can be used to display just the frequency of the tag.
Tags, however, are limited for this purpose by having protective measures such as a
coated antenna wire or being sealed in plastics. Figure 1.1 shows a RFID tag from Texas
Instruments. To detect corrosion effectively, tags must be modified so corrosion can
interact with the antenna. Due to the coatings and plastic covers, there is no available
material to corrode, so these coatings and coverings must be removed to access the tag
antenna.

Matching network

Figure 1.1: RFID tag.

This type sensor is to be used for many materials, thus tests were conducted on
dielectrics as well. This created the obstacle of building a dielectric antenna, which was
2

overcome using the mechanical properties of the deterioration of a dielectric; it swells
creating stress fractures [2]. Utilizing this method to break a thin wire overcomes the
need for a dielectric antenna and allows the tag to either function or not. A concept
design of the tag can be seen in figure 1.2. Because a nonfunctioning tag is indicative of
corrosion, false positives can be diminished by placing two tags near each other: a
completely protected tag and a tag with an exposed corrosion susceptible material.
Having a protected tag near a corrodible tag guarantees a user is scanning the correct
location and the tags are being read properly. A concept showing this can be seen in
figure 1.3.

Figure 1.2: Concept tag with dielectric corrosion susceptible material.
3

Figure 1.3: Concept design of RFID corrosion detector system.

Current corrosion detectors have limitations that inhibit their use in many
common situations. Laser diodes and optical fibers have been incorporated in corrosion
detecting architectures that are capable of detecting corrosion and defects in certain
metals [3,4], but both schemes require permanent connection to a computer. The laser
diode system requires connections to carry the diode and charge-coupled device (CCD)
camera through the compartment allowing the laser to send a ring of light onto the walls
being monitored [3]. The CCD camera takes system scans the wall, and then a user can
observe differences in brightness indicating corrosion. Any deviations from a perfectly
circular sectional view (like inside a pipe) creates erroneous results. Alternatively, the
optical fiber system requires a fiber to be modified by coating the ends with molecularly
non-imprinted polymer (MNIP).

The MNIP’s spectrum changes when it comes in

contact with metal ions indicating corrosion. The fiber has to exit the compartment under
inspection to connect to both the light source and spectrometer [4]. This means that the
system cannot be sealed in a compartment and then accessed remotely.
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A. Purpose of the Study

Because corrosion is becoming a serious safety issue as well as a prohibitive
financial burden, many other sensors have been devised, but all of them have a similar
restraint: they cannot be reliably accessed remotely. The purpose of this study is to
improve upon the current methods for detecting corrosion by doing it more efficiently
and economically. The rise in cutting edge RFID technology is allowing these tags to be
utilized for new purposes and applied to new materials. The overall cost of this approach
to monitoring corrosion creates a much more accessible solution for every facet of
industry.

B. Hypothesis

As previously stated, it is hypothesized the tags with metal materials will produce
a return signal until the connection within the antenna is completely broken, whereas the
dielectric’s demise should cause a shift in the return frequency due to a change in the
length of the antenna. The variables in this study are the copper and dielectric materials,
while the control is an RFID tag that is completely protected and will continue to
function. In this experiment, ferric chloride will be used as the metal corrosive. In testing
metal, a small section of the antenna will remain uncoated and untreated allowing
corrosion to occur. It was thought that the acid would disintegrate the exposed metal
until it was completely gone. For the dielectric, the material would be corroded using
heat causing the material to swell. A thin wire, placed across a dielectric, was expected
to break as the dielectric shape is changed via swelling and shrinking. Therefore, when
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metal and dielectric materials have been completely corroded, the tags should no longer
function. However, due to the RFID tag antennas needing to match the impedance of its
microchip, the shift in impedance due to the change in the dielectric material could cause
the antenna and chip to no longer communicate with each other. This problem could be
solved with a microchip that has an impedance bandwidth broad enough to continue
functioning with the antenna; further research is required to create such a microchip.

C. Summary

As previously stated, this work presents the many benefits associated with the use
of RFID technology in the creation of a small, inexpensive, remote accessed corrosion
detector.

Corrosion is a costly and disruptive factor in many industries and early

detection is key. With few options currently available and none of them applicable for
remote or inaccessible areas, RFID technology could be the solution. In this experiment,
the sensor acts like a “canary in the mine” until the tag no longer functions. This phrase
comes from a time when coal miners would take canaries into the mines to detect harmful
gases. If gases like methane or carbon monoxide leaked into the mine the canaries would
die first, acting as an early detection system. Exposed metal material in the antenna and
the dielectric base is corroded, thus breaking the connection. This broken connection
causes the antenna to cease functionality and the reader is no longer able to detect its
frequency. Nonfunctioning is an indication that the process of corrosion has begun.
Throughout the rest of this thesis, the corrosion susceptible material will be known as the
canary material. Due to the nature of the RFID tags, the sensor can be used on a
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multitude of materials and containers. This corrosion detector will change the way
industry deals with the problem of corrosion.
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CHAPTER 2

BACKGROUND

Radio frequency identification tags have been used in different applications since
their discovery in 1948 [5]. In the early years they were used for animal tracking, then
development of RFID technology increased in the 1970s to include car tracking and
factory automation [5]. By the early 2000s RFID research expanded to the point that
almost everything used today has an RFID tag or has been in contact with one during its
manufacture. Today RFID tags are used to track merchandise, provide inventory lists,
allow keyless entry to corporate buildings, etc. [5]. In fact, the Walt Disney Cooperation
uses RFID wristbands to track meal plans and drink refills, access “FastPass”, make
purchases in the parks, and access parks and hotel rooms [6]. Because of its versatile
nature, the use of RFID technology in corrosion detection could become common place
in the near future.
Corrosion occurs when a material is slowly broken apart, damaged, or changed by
a chemical process. This means that corrosion disintegrates materials like metal and
dielectric differently. For example, the corrosion of metals involves rust “eating” away
parts of the structure while the corrosion of dielectrics involves changing the structure’s
shape through deformation [2].

This chapter will discuss in depth the physics of
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antennas, the background of RFID tags, and the chemistry of the different types of
corrosion.

A. Physics of Antennas

Radio frequency identification readers and tags operate using antennas; so, to
fully understand the physics behind RFID, antennas must be examined. There are many
types of antennas used in RFID including, but not limited to, dipole, folded dipole, spiral,
printed, patch, and squiggle [7]. Figure 2.1 shows an example of each type of antenna.

Figure 2.1: Types of antennas.
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The purpose of an antenna is to radiate or absorb as much energy as possible in the form
of electromagnetic waves which are created when a power (current) source is applied to
conducting wires [8]. According to Ampere’s law, when current, I, passes through a
conductor a magnetic field is produced around it [9]. The magnetic field surrounding a
straight antenna wire of finite length can be calculated using equation (2.1), where r is the
distance from the wire center, αx is the angle of the wire end to the measure point, and µo
is the permeability of free space [9]. Figure 2.2 shows the wire described above with the
labeled parameters.

𝐵𝜑 =

𝜇0 𝐼
(𝑐𝑜𝑠𝛼2 − 𝑐𝑜𝑠𝛼1 )
4𝜋𝑟

(2.1)

When the wire is in the shape of a circular loop, equation (2.1) becomes [9]

𝐵𝑧 =

=

𝜇0 𝐼𝑁𝑎2
1
2𝑟 3

𝜇0 𝐼𝑁𝑎2

3

(2.2)

2(𝑎2 +𝑟 2 )2

for 𝑟 2 ≫ 𝑎2

(2.3)

where a is the radius of the loop, N is the number of turns, and the other parameters are
the same as in equation (2.1). When the applied current is time dependant, the magnetic
field created is time dependent as well, which gives rise to a radiated electric field.
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Figure 2.2: Wire described when calculating equation 2.1 [9].
Permission for reprint acquired February 10, 2015.

Equations (2.2) and (2.3) show that the magnetic field decays exponentially as distance
from the antenna increases and is directly proportional to current passing through the
loop and the number of turns in the loop.
Small loop antennas respond to the magnetic component of the electromagnetic
wave, meaning the inductance of the antenna is pertinent information [8]. The most
accurate equation for calculating inductance is Grover’s equation [8]

𝐾 𝑎𝑁

2
𝐿𝜇𝐻 = (𝐾1 𝑁 2 𝑎) × {ln [(𝑁+1)𝑏
] + 𝐾3 + [

𝐾4 (𝑁+1)𝑏
𝑎𝑁

]}

(2.4)

where a is the length of the loop side (cm), b is the width (cm), n is the number of turns,
and Kx is the shape constants given in Table 2.1 [8].
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Table 2.1: Shape Constants

Shape

K1

K2

K3

K4

Triangle
Square
Hexagon
Octagon

0.006
0.008
0.012
0.016

1.155
1.414
2.00
2.613

0.655
0.379
0.655
0.7514

0.135
0.33
0.135
0.0715

When picking an antenna, it is important to know the directionality, polarization,
impedance, and inductance of that antenna. The directionality of the antenna determines
in which direction the antenna has optimal gain. Gain is a dimensionless ratio based on a
standard antenna such as a dipole antenna or isotropic antenna [7]. This direction can be
determined based on the radiation pattern of the antenna. In fact, if most of the radiated
power goes into the main lobe, then the directive gain is inversely proportional to the
beamwidth [7]. Beamwidth (or half power beam width) is the angle between the half
power points of the main lobe. However, if the radiated power is divided into side lobes,
the front-to-back ratio can be used to determine the directionality of an antenna. The
front-to-back ratio is the ratio of the maximum radiation to the level of radiation in the
opposite direction [7]. Figure 2.3 shows an example of a radiation pattern with front
lobes and side lobes. Antennas designed to emit radiation in a specific direction tend to
have stronger signals, but to maximize this signal a user must know the location of the
antenna. While omnidirectional antennas emit radiation in all directions; they still have a
direction in which the radiation is greater than other directions. In general, that direction
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is perpendicular to the emitting section of the antenna. For the purpose of RFID, having
an omnidirectional antenna like the dipole, squiggle, etc. is more beneficial [10].

Figure 2.3: Example of an antenna radiation pattern.

To begin the discussion of polarization, it is important to note that two antennas
(transmitting and receiving) and receiving must be aligned or they will suffer losses [7].
A common misconception is that different polarization states will cause the greatest loss
between the two antennas, but the greatest antenna loss is dependent upon axial ratio.
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Axial ratio describes the ratio of the lengths of the major and minor axes of an ellipse
which is the most general polarization equation [7]. The polarization state is determined
by the phase between the electric and magnetic fields. The ideal polarization for RFID
systems is circular because that polarization state reduces orientation requirements of the
tag and reader [8].
The impedance of an antenna depends on the voltage across a circuit and the
current passing through the circuit, and varies with the length of the antenna [8].
Equations (2.4) and (2.5) show impedance in both Cartesian and polar coordinates,
respectively.

(2.4)
(2.5)

Here Z represents impedance, R is resistance, X is reactance, and arg(Z) is the phase
difference between voltage and current and is sometimes written as θ. Reactance causes
the current to be out of phase with the electromotive force and is the resistance of an
electrical component to change in voltage or current. By making the antenna shorter than
its resonant length, it has capacitive reactance while making the antenna longer than its
resonant length will cause it to have inductive reactance [8]. When only the resistance is
present, the antenna is resonant. For AC circuits, a complex impedance is required
because complex impedance possesses both magnitude and phase terms. The magnitude
term is shows up as resistance while reactance makes up the phase term.
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Impedance can be altered by connecting a tuning circuit to the antenna [8].
Usually these circuits consist of inductors and/or capacitors connected in series or parallel
[9]. The most popular tuning circuit is simply a capacitor in parallel with an antenna.
This tuning circuit gives high impedance to those signals at the resonant frequency and
low impedance to the other frequencies [8]. As a result, the voltage applied to the tag is
much higher at resonant frequencies than non-resonant frequencies. If the capacitor is
connected to the antenna in series, then it has the opposite result where non-resonant
frequencies are given a high impedance thus blocking current flow [8].
When dealing with an RFID system, it can be beneficial to know the voltage
supplied to the tag antenna because it gives information about the incoming and outgoing
signal. The voltage is usually given in a product specification sheet for commercial tags
and equation (2.6) can be used to calculate what the incoming signal from a custom
fabricated reader should be to power the chip [9].

𝑉0 = 2𝜋𝑓𝑁𝑆𝑄𝐵0 𝑐𝑜𝑠𝛼

(2.6)

The parameters in equation (2.6) are frequency (f), number of turns (N), area of loop in
square meters (S), quality factor (Q), arriving signal strength (B0), and the angle of the
arriving signal (α). The quality factor, or Q factor, can be calculated as [9]

𝑄=
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𝑓0
𝐵

(2.7)

where 𝑓0 is the central frequency and B is the bandwidth which is twice the data rate.
Alternatively, equation (2.6) can be used to calculate the output voltage of a tag after
increasing the signal strength on a reader.

B. Physics Behind RFID

An RFID system consists of a reader or interrogator, and a tag. The reader is
comprised of an antenna, a radio frequency (RF) generator, a power source, and a tuning
circuit [7]. Readers can be fixed in place to monitor a specific area or configured as
handheld devices for mobility purposes; however these tend to have shallow penetration
and a narrow beamwidth [7]. Most readers have the ability to activate multiple tags at
once, but the information from a single tag cannot be read. Protocols have been put into
place to allow “collision detection”, but they are still not very effective [7].
Tags consist of an antenna, a microchip, and sometimes a power source like a
battery, and they can be one of three types: active, battery assisted-passive (BAP), or
passive [7]. Active tags have a battery built in and periodically transmit a signal. BAP
tags also have a battery built in, but it is only activated in the presence of a reader. The
cheapest is the passive tag that is powered by the electromagnetic field of the reader.
Passive tags require three times more power to modulate the received signal. The signal
returned to the reader is information stored on the microchip; such as a serial number or
information programmed onto the chip.
Passive RFID tags are activated by an electromagnetic wave emitted by the
reader, whose impedance is continually switched from matching the antenna impedance
to matching an external impedance [5,7]. The external impedance is a general impedance
16

regulated in regions around the world by government organizations [12] will be discussed
later. The alternating impedance changes the coefficient of reflection of the tag, causing
it to reflect less of the electromagnetic wave as the tag impedance begins to match the
reader impedance [7]. Once the wave is absorbed by the tag antenna, it passes through a
matching network to access the chip. The chip and antenna impedances are complex
conjugates so the matching network uses the complex conjugate of the initial signal
allowing it to power the chip. The matching network can be seen in Figure 1.1 where the
red material of the antenna blends into the silver material connected to the chip. Then the
signal goes through an AC to DC circuit in the microchip which powers the chip allowing
it to modulate the signal, regulate the voltage, generate a “power on” reset signal, and
generate a reference voltage [7]. A schematic of a general RFID system is shown in
Figure 2.4.

Figure 2.4: Schematic of RFID reader system. [7]
Permission acquired for reprint on February 10, 2015.
17

Tags and readers are made to function in narrow bands throughout the radio
spectrum designated low frequency (LF), high frequency (HF), ultra-high frequency
(UHF), and microwave [10]. The UHF spans from 865 MHz to 928 MHz; specifically,
Europe’s band spans 865-868 MHz and the North American band is 902-928 MHz and
tags operating in this band have a read range of a few meters [7]. There are certain
regulations in each country governing the use of RF bands, but those listed can be used
without a license. High frequency band tags operate at 13.56 MHz and have a read range
of a few centimeters. Low frequency tags operate at a frequency of 120-150 kHz, but
only have a read range up to a centimeter.

Read range is dependent on the tag

performance, especially for passive tags where both the power of the signal and energy
for arousing the tag are contained in one electromagnetic wave emitted by the reader
[10].
Tags operating in the bands listed above have their own abilities and limitations,
though some limitations are starting to be overcome. Readers in higher frequency bands
have longer read ranges, but the tags have difficulty functioning around materials like
metal or water. Low frequency tags can not only function near these materials, but also
pass signal through them. High frequency tags can function near these materials, but the
signal cannot pass through them. Ultra high frequency tags are being designed to work
on metals by using special antennas, such as the inverted F microstrip, or by attaching the
tag to a dielectric [8]. While these improvements are technical developments, UHF
waves still cannot pass through water or metal.
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C. Chemistry Behind Corrosion

Most metals are considered corroded after being exposed to air for some time, but
some metals are purposefully corroded from the time they are forged. Some stainless
steels, for example, are exposed to nitric acid to corrode it, forming a protective film to
prevent further corrosion [2].

When the film is compromised, damaging corrosion

begins. Corrosion is instigated by many things like atmospheric and soil conditions,
electricity, stress, etc., and tends to happen at a constant rate once it begins. This rate
varies with different types of metals under different conditions [2,12]. If copper comes in
contact with water containing carbonic or other acids, then surrounding metals (e.g. iron,
galvanized steel, and aluminum) suffer an increased corrosion rate if they come in contact
with the same water [12]. The corrosion rate is increased because copper ions are being
deposited on the base metal creating numerous galvanic cells [12]. Galvanic corrosion
occurs through reduction oxidation reactions similar to the reactions in a battery [2].
Specifically, it occurs when two dissimilar metals come into contact and have self
induced currents due to an inherent electric potential between them.
Copper is considered to be corrosion resistant because it is thermodynamically
stable and it has a tendency not to corrode in water [12]. In general, copper is corrosion
resistance to both fresh and seawater due to a naturally occurring thin oxide film on the
surface of the metal [12]. When the copper is placed in a high velocity water stream or
water with organic acids, the water disturbs or dissolves the oxide layer allowing
corrosion to occur [12]. Treating the water with lime or sodium silicate returns the
corrosion rate to normal for all but aluminum, due to its sensitivity to any copper ions in
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the solution [12]. Corrosion can also occur in the form of a “deposit attack” when dirt or
rust accumulates on copper in conductive water.
In addition to galvanic corrosion, copper dissolves in most aqueous solutions [12].
As the copper dissolves it produces the divalent ion, Cu++, and equilibrium relations
indicate the reaction is displaced far to the left [12].

Cu + Cu++ ↔ 2Cu+

(2.9)

Severe copper corrosion occurs with the use of oxidizing acids and aerated solutions,
such as CN-, NH4+, and CuCl2-, because they form copper complexes [12]. A metal
complex is a substance formed by a union of simpler compounds or molecules held
together by chemical forces [13]. When complexes are formed, the behavior of the
solution is affected; for example when copper is placed in a chloride solution, copper ions
are continually depleted in favor of copper(II) chloride [12,13]. This chemical reaction in
a water solution can be seen in equation (2.10).

Cu + Cl2 + 2 H2O → CuCl2(H2O)2

(2.10)

Some metals such as aluminum can be resistant to most acids and alcohols unless
near their boiling points [2]. However, aluminum alloys can react violently to some
organic compounds under the right conditions. In the presence of water, aluminum alloy
compounds may produce mineral acids, corroding the alloy and producing an aluminum
halide that acts as a catalyst for further corrosion [2].
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Dielectrics, like plastics, are considered corroded when a chemical penetrates the
surface causing swelling or softening of the material [2]. There are many different ways
to corrode plastics, such as attacking chemical bonds through oxidation, hydrolysis,
radiation, thermal degradation, or any combination of these [2].
solvation.

This is known as

Unlike metals, dielectrics are either resistant to corrosion or are quickly

destroyed by it. This is related to the unique molecular structure of the resin and how
long the plastic was cured [2].
Polymers are divided into two subsections: thermoplastics and thermosets [2].
Thermoplastics have a structure that allows individual molecules to flow past one another
[14]. The molecules themselves may have a linear or branched structure, and have either
a low or extremely high molecular weight [14]. The molecules form in an amorphous
structure; meaning the individual molecules are arranged randomly, but still intertwined
[14]. It is this amorphous molecular structure that allows thermoplastics to be heated and
reshaped multiple times. Thermosets, however, cannot be reformed once they have been
molded [14]. While the thermoset resin is being processed, the molecules undergo a
chemical process that almost fuses the individual molecular structures into one large
molecule [14]. The molecular structure is known as a crystalline structure, where the
individual molecules are arranged in a tight rigid order [14]. It has been shown by Hall et
al. in 2012 that a material with a lower dielectric constant reduces the bond density and
propagates cracks.

These materials are more prone to stress corrosion due to the

propagation of cracks [16].
Thermoplastics, such as polycarbonates, are permeable and generally thought of
as chemically inert. Polycarbonate boards have good resistance to mineral acids, but are
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compromised by strong alkalis [2]. They are also soluble in chlorinated hydrocarbons,
meaning corrosion can be introduced to polycarbonates by compounds like acetone and
chloroform. The chloroform will cause a partial dissolution of the polycarbonate while
the acetone acts like a swelling agent [15].

There is also a small chance the

polycarbonate will turn a different color or whiten. The real problems occur when the
swelling or dissolution from the chemical attacks lead to stress cracking which can range
from micro cracks to cracks visible to the naked eye [15]. At a certain temperature
thermoplastics will begin to lose their shape, a temperature dependent on the glass
transition and the structure of the molecules. Below the glass transition temperature the
molecules cannot move freely and so the material is stiff and sometimes brittle because
the molecules are arranged randomly. However, when the temperature is increased above
the glass transition, the material becomes rubbery because the molecules can freely move
over each other [14].

D. Summary

Antennas emit and absorb electromagnetic waves. The different shapes of these
conductors determine the impedance, directionality, polarization, and inductance of the
antenna.

The antenna shapes used for RFID technology include dipole, squiggle,

rectangular spiral, and coil which can be seen in figure 2.1. The passive RFID systems
transfer information though the emitted electromagnetic wave of the antenna. The signal
powers the tag by being absorbed by the tag antenna and transferred to the chip through a
matching network. The chip backscatters the signal to the reader with the information
stored on the tag. Tags of different frequencies have their own abilities and limitations,
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where a limitation for one type is an ability for another, like read range, passing signals
through materials, and working near certain materials.
Corrosion occurs though a chemical reaction damaging or changing a material.
The corrosion of metals occurs at a constant rate, but that rate can be increased in the
presence of water. Copper is easily corroded through oxidizing acids, galvanic processes,
and high velocity water. The acids work on copper by reacting with copper ions until all
of the ions are gone or by depositing new ions in place of the copper ions, protecting the
rest of the copper.
The corrosion of dielectrics such as polymers occurs when the chemical bonds are
attacked.

Polymers have two subclasses: thermoplastics and thermosets. These

subclasses have completely different properties down to their molecular structures.
Thermosets have a rigid, ordered molecular structure while thermoplastics have a
randomly ordered molecular structure. The difference in molecular structures is the
reason some plastics can be remolded and some cannot.

This also shows that

thermoplastics can be corroded with heat while thermosets require a chemical to cause
corrosion.
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CHAPTER 3

METHODOLOGY

Many of the methods in this experiment were discovered through trial and error
which offered a good learning experience. Before an RFID tag was made, acid was
tested to see how quickly it corroded different gauges of copper wire. Next, a type of
RFID tag was built using an LED to determine the amount of corrosion needed for a
positive result. This progressed to building a typical RFID tag with a microchip and
covering the tag in acid. Then the period for corroding the entire tag was determined and
compared to that of corroding only the canary material. This experiment was then
modified by connecting a thin wire across a dielectric canary material, so that if the
canary material swells the wire is broken causing the tag to stop functioning. This is not
ideally how RFID tags for dielectrics should work (as they were described earlier), but a
simpler experiment was sufficient for demonstration purposes. Figure 3.1 shows an
organization chart of the different types of tags and what experiments were performed on
them.
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Figure 3.1: Organization chart of the different tags and experiments performed on them.

A. Testing the Rate of Corrosion

In researching RFID antennas, copper was a common denominator among the
various designs. Copper is available commercially in many forms, including wire, sheets,
tape, etc., and comes in many sizes. Due to the size requirements explained later, 2mm
copper adhesive tape was chosen as the base material for building the antenna. Once the
base material was selected, a way of quickly corroding the metals and dielectrics was
required.

Corrosion can occur due to many causes as previously discussed. Time

constraints for experimentation easily ruled out slower methods such as oxidation,
whereas acid is a very effective and easily controlled method of corrosion. Based on its
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use in etching circuit boards, ferric chloride offered the safety, control, and efficiency
required for this experiment. Hydrofluoric acid was also considered, but there were
safety concerns that did not need to be addressed with ferric chloride. After researching,
an etching acid for fashioning circuit boards, ferric chloride, was determined to be the
most efficient corrosive for the metal selected and was tested on 30 AWG (0.255 mm
diameter) and 22 AWG (0.644 mm diameter) (Figure 3.2) enameled copper magnet wire.
The wires were initially chosen because a coil antenna design operating at 13.5MHz
called for 30 AWG enameled copper magnet wire. The 22 AWG enameled copper
magnet wire was tested because it was readily available and a good candidate to be the
canary material. The design using the 30 AWG was soon discarded due to the coil not
being planar. The enamel was removed by scraping with a knife along the wire. As
much of the enamel was removed as possible, but due to bends in the wire and the
inefficient method of removal, not all could be removed. The corrosive nature of the acid
could be seen with the naked eye. The ferric chloride, or iron(III) chloride, is an amber
color while the sections of black are copper(I) chloride. The cuts of wire were weighed
before being placed in the acid, then every hour the wires were washed and weighed
again. After 4 hours the 30 AWG wire had lost 0.13% of its weight and the 22 AWG
wire had lost 0.06% of its weight and appeared to have large areas missing as shown in
Figure 3.3. It can also easily be seen that not all of the enamel was removed and
therefore sections of the 30AWG wire were protected from the acid.

After initial

corrosive tests, the corrosive nature of the chosen medium, copper adhesive tape, was
tested in the same manner. A cut of the tape was weighed and placed in the acid. The
intention was to re-weigh after a period of four hours. However, it had completely
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disintegrated after a period of fifteen minutes. With such effective corrosion in a short
period of time, no other corrosive chemicals were tested on the base metal.

Figure 3.2: Testing corrosive timeline of ferric chloride on 30 AWG (left) and 22 AWG
(right).

Because the dielectric material needed to expand to fulfill the second part of this
experiment, printed circuit board (PBC) and polyvinyl chloride (PVC) pipe materials
were originally chosen to be tested because they are readily available and vulnerable
industry materials that need to be monitored for corrosion. They were initially corroded
using a hydrogen peroxide solution and acetone, respectively. The materials were placed
in watch glasses on paper towels and a mark was put on the paper towel and material as a
reference for a more accurate determination of expansion.
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Figure 3.3: Corroded 30 AWG (top) and 22 AWG (bottom) after 4 hours in ferric
chloride.

The separation between the mark on both the paper towel and materials measured 3mm
and the marks were lined up when the materials were placed in the watch glass as shown
in figure 3.4. Then acetone was poured over the PVC and a hydrogen peroxide solution
was poured over the PBC. Unfortunately, the acetone immediately smeared the mark on
the PVC piece so it became impossible to measure any changes that occurred. The
acetone would also periodically evaporate so more acetone was needed. Additional
acetone would spread out on the watch glass instead of covering the PVC. The areas of
the PVC that were constantly in acetone appeared swollen compared to the rest, but the
expansion was practically immeasurable due to the mark dissolving. Areas of the PVC
were stained purple because of the dissolved marking. This experiment was repeated
with a 3% hydrogen peroxide solution. A sample of the PCB was placed in a watch glass
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on paper towels and a 3 mm mark was put on the paper towel and material as a reference.
The solution did not affect the mark and, after only an hour of soaking in 3% hydrogen
peroxide solution, the marks on the PCB were measured and the separation between them
had increased from 3 mm to 4.1 mm. This is not a large enough change to cause a thin
wire to break so another means had to be tried.

Figure 3.4: Testing corrosion of PVC (top) and PCB (bottom).
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Next, heat was used as a corrosive and applied to the PVC pipe and the
polymethyl methacrylate--more commonly known as Plexiglas. Initially the Plexiglas
and PVC were put into a toaster oven and allowed to cook at 450 degrees Fahrenheit until
both were swollen. It took about six minutes for each dielectric to swell to a size that
could possibly break a thin, tight wire placed across it. Table 3.1 shows the initial
measurements, length, width, and height, for each piece of Plexiglas and PVC used in the
toaster oven experiment. These measurements were taken using digital calipers.

Table 3.1: Plexiglas and PVC initial measurements

Item
Plexiglas 1
Plexiglas 2
Plexiglas 3
Plexiglas 4
PVC 1
PVC 2

Length (mm)
22.36
25.89
25.84
32.31
12.76
13.06

Width (mm)
15.77
16.63
18.51
20.21
10.99
11.69

Height (mm)
4.96
4.99
4.99
4.98
4.12
4.15

To verify that the swelling dielectric would break a wire, one was placed across
each dielectric and secured. When the system was left to cook in the toaster oven, both
types of dielectric swelled, but became too malleable to break the wire. The dielectrics
swelled around the wire leaving an indentation where the wire was. This distinct valley
can be seen in figures 3.5 and 3.6, along with the final swollen form of the dielectric
compared to its initial size. The final sizes of each piece of dielectric material can be
seen in table 3.2.

Because the dielectrics were too malleable to break the wire,
30

conductive glue was used in place of the wire. Two pieces of copper tape were placed on
either side of the dielectric and the glue was used to bridge a small gap between them.
To verify the gap was adequately bridged, multimeter probes were placed on either side
of the tape to test for conductivity. None of these trials demonstrated that the connection
could be broken; however, it was thought the concept might work if tried in a tag
configuration, with a heat gun used instead of the toaster oven.

Figure 3.5: PVC size comparison with initial PVC shape (left) and swollen PVC (right)
after six minutes in toaster oven set at 450 ̊ F.

31

Figure 3.6: Plexiglas size comparison with initial Plexiglas shape (left) and swollen
Plexiglas (right) after six minutes in toaster oven set at 450 ̊ F.

Table 3.2: Plexiglas and PVC final measurements

Item Name
Plexiglas 1
Plexiglas 2
Plexiglas 3
Plexiglas 4
PVC 1
PVC 2

Length (mm)
36.55
31.98
33.16
50.28
22.85
16.56

Width (mm)
20.60
22.26
23.21
38.15
14.54
17.19

Height (mm)
4.70
6.92
4.77
5.01
10.96
10.66

B. Building a Corrosion Sensor

Once an effective means of corroding the canary materials was discovered, the
next hurdle to overcome was attaching the canary material to the antenna. Around ten
commercial HF tags and fifteen LF tags of many shapes and sizes were purchased for
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testing. LF tags were tested first because the design allowed the easiest modification.
The LF tags that were taken apart were chosen for dissection based on their casing.
Some of the tag antennas were in molded plastic, meaning the antenna could not be
removed without destroying it, while some of them were encased in hard plastic, which
made it extremely difficult to extract the antenna. A circular tag with a small coil
antenna appeared to be the easiest tag type to dismantle and it was chosen to attempt
attaching the canary material. A section of the coil was removed and replaced by a 3 mm
long piece of 30 AWG wire, the canary material. The wire was approximately within
2mm of the diameter of the coil wire, but the difference was significant enough to change
the antenna impedance so drastically that the commercial reader would no longer detect
the tag. Another method was attempted, which involved removing an identical coil tag
from the plastic coating, leaving the antenna intact. Instead of replacing a piece of the
antenna, a piece of 22 AWG wire, 3 mm in length, was soldered to the top of the coil.
This tag was not detected either and it is not known whether the wire changed the
impedance or if it caused a short in the antenna.
A closer look at the commercial coil determined that the wire in it was incredibly
small. An individual wire is about as wide a human hair, or approximately 10 µm. To
ensure the impedance of the antenna would not be changed, one of the wires from a
previously destroyed coil was then tested as the canary material on another commercial
tag, which was not encased in plastic.

One of the wires leading to and from the

microchip was cut. It was replaced with wire from the previously broken commercial
tags. To act as the canary wire, the enamel had to be removed and since the wire was too
thin for the enamel to be removed by scraping the enamel off; the wire was briefly put
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into a small flame to burn the enamel off.

The canary wire was attached using

conductive glue to the cut ends of the microchip, but this also resulted in the tag not
functioning.
It was determined, after the three tests discussed above, that the wire in these
commercial tags was too small to get good contact when attaching the canary wire, so an
original tag would need to be created, allowing a space for the canary wire to be attached.
However, because the material used to make the laboratory tag is easily corroded (copper
tape), it was alternatively determined that canary material could be created by coating the
antenna, save a small section, in a polymer to protect it. Having such specific tag antenna
requirements meant that a custom tag had to be built. Research showed, due to size and
shape constraints, an HF tag would be better than an LF tag. Currently, most LF antennas
with a reasonable wire size are quite large (one meter), but HF antennas can remain small
while having reasonably size wires.
A type of HF RFID tag was made using copper tape, a 100 pF capacitor, and a
Light-Emitting Diode (LED).

This design is generally used as a detector of RFID

readers, where the LED illuminates when in the presence of a reader, but no detailed
information is transferred to the reader. Many antenna designs were discovered through
research; however the most efficient and simplest design for this experiment was found at
a website (www.instructables.com). The antenna was built by connecting 2 mm wide
strips of copper tape in a square spiral pattern on a piece of cardboard and then soldering
all the connections. The capacitor and LED are then soldered in parallel with the ends of
the antenna. The completed device can be seen in figure 3.7. Next, the outermost section
of antenna opposite the LED was covered with tape while the rest of the device was

34

coated in Datakoat to protect it from corrosion. Datakoat is a resistive polymer used to
protect circuit board components from corrosion. Another device was built using the
same method, but the tag utilized an integrated circuit microchip instead of the LED as
seen in figure 3.7. Note a section of the antenna is cut to be much thinner than the other
pieces to ensure that it corrodes before the surrounding materials. This tag was then
coated in Datakoat, being sure to leave the canary material exposed.

Figure 3.7: HF antenna with LED (top) and microchip (bottom).
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Even though the wire and conductive glue would not break during the dielectric
canary material experiments described earlier, it was thought the wire might break when
tested in a completely built tag. Therefore, a tag antenna was built with a Plexiglas
canary material because it was more readily available than the PVC. The antenna for this
was built by laying 2 mm wide strips of copper tape in a rectangular spiral shape, leaving
a space of 20 mm on the side opposite the microchip. Then, each connection was
soldered before the tag was coated in Datakoat to protect the antenna from corrosion.
The Plexiglas was placed in the vacant area of the antenna so that the ends of the copper
tape lay just on top of the dielectric.

Finally, a thin wire was removed from the

previously mentioned commercial tags and soldered to the copper tape ends over the
dielectric. The completed device can be seen in figure 3.8.

Figure 3.8: High frequency RFID tag with dielectric canary material.
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C. Testing the Sensors

To begin testing the sensors, ferric chloride was applied to the canary material of
the LED tag for proof of concept. As the copper tape corroded, the RFID reader was
placed underneath the tag to as to monitor the brightness of the LED. This is shown in
figure 3.9, although the LED does not look illuminated due to the flash of the camera
used. After a period of approximately three minutes, the acid needed to be renewed. The
acid was dabbed with a paper towel before new acid was placed on the canary material.
The ferric chloride needed to be renewed twice before the LED was extinguished. When
the LED stopped working the canary material was cleaned and inspected.

Figure 3.9: Corroding LED tag.
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Next, ferric chloride was poured over the canary material of the microchip tag.
During this experiment, the reader was only placed near the tag occasionally because the
functionality of the tag could no longer be visually determined as with the LED. Similar
to the LED tag, the acid needed to be removed and renewed; thus, when the reader no
longer indicated reading the tag, the tag was cleaned and inspected.
To prove that the thinner canary material does corrode before the rest of the tag
antenna, acid was poured over the whole tag antenna. To contain the acid, the tag was
placed on a Styrofoam plate and then a small amount of acid was poured over the entire
tag. A paint brush was used to move the acid to cover the antenna and to circulate the
acid. Occasionally the acid would spill over one side of the detector so the paint brush
was also used to move the acid back onto the detector so the entire area would, on
average, be entirely covered in acid. Initially, Datakoat was not sprayed on the tag so as
to determine the corrosion time required for the tag to stop working. When the acid was
poured over the tag, all sections of the antenna began to corrode equally as seen in Figure
3.10. Next, a different tag was coated in Datakoat and acid was poured over the entire
area.

This is shown in figure 3.11, where the darker acid, indicating corrosion, is

localized to only the canary material.
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Figure 3.10: Corrosion testing the uncoated tag.

Figure 3.11: Corrosion testing the coated tag.
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The dielectric canary material tag was corroded using a heat gun. The heat gun
achieves an average temperature of 417 degrees Centigrade and using it instead of the
toaster oven protected the microchip from extreme heat, which it cannot withstand. As
the Plexiglas swelled, it caused the wire to break after approximately five minutes,
making the tag nonfunctional. However, it was determined after another two tests, that
the electrical break was caused by the solder connection melting and releasing the wire.
This corrosion method was still not proven or disproven so twelve tags of this type were
built, using slightly different methods to connect the wire to the copper tape. The thin
wire was folded into the end of one of the copper tape segments and soldered to the other.
The wire was then attached to the Plexiglas substrate using conductive glue. In another
test, the wire was wound tightly around the Plexiglas. Finally, two wires were soldered
on either side of copper tape segments and twisted together in the middle. Each method
of attachment was tested at least twice.
After many tests, it was clear that the Plexiglas was too malleable when heated to
break the wire so aluminum foil was tried. The foil was cut so that a thin strip was
centered on the Plexiglas while leaving the ends of the foil 1cm wide. It was thought that
cutting it this way would prevent the Plexiglas from engulfing the foil and break it. After
two tests it became clear that as the Plexiglas swelled, it raised the copper tape off the
cardboard substrate. The newly cut foil and device can be seen in figure 3.12. With the
Plexiglas still unable to break either the wire or the foil, a small piece of pressboard was
used in its place. The edge of the wooden piece was placed in a bowl of water to cause
swelling. To keep the wood attached to the substrate, it was hot glued to the cardboard
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substrate. This can be seen in figure 3.13. This arrangement proved to be successful,,
with the foil breaking as the wood swelled.

Figure 3.12: RFID tag with aluminum foil.
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Figure 3.13: Tag with wooden canary material soaking in water to cause swelling.

D. Data Collection

Because the reader used was a commercially purchased device, the circuit was
examined to determine the ideal place to connect the oscilloscope. Figure 3.14 shows the
reader circuit board. The left portion of the circuit board is the antenna and the right side
contains the tuning circuit, data transfer, and power generation components. Due to the
reader being powered by and transferring data via universal serial bus (USB), the ideal
location to connect the oscilloscope is the data (+) and data (-) pins. USBs have four
shielded wires: two for power and two to transfer data, which are called D+ and D- in
pinout. Wires were soldered to the D- and the ground pins so the BNC connectors could
be secured. After the oscilloscope was connected to the reader, tags were brought near
the reader. As the reader registered the return signal from the tag, a scan of that signal
was saved.
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Ferric chloride was put on the tag with copper canary material and readings were
taken every three minutes until the tag was no longer functional. The microchip tag with
the Plexiglas canary material was not corroded while being monitored by the oscilloscope
because it was expected to perform like the copper canary material tag alone; functioning
until the copper is broken. The observed signal would be constant until the wire breaks.

Figure 3.14: RFID reader commercial circuit board.

E. Summary

In summary, through trial and error an RFID corrosion sensor was made using
copper tape on cardboard and a microchip. Most of the antenna was coated in a corrosion
resistant polymer, Datakoat, allowing a small part of the antenna to be the canary
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material. Then using ferric chloride, which was determined to corrode copper quickly,
the copper canary material tag was corroded. Tags were tested with acid poured on the
canary material and over the entire tag. The dielectric canary material tag was first
corroded using heat; causing deformation but no change in continuity. Many ways of
attaching the thin wire to the copper tape were tested to find the optimum method for
breaking the wire, but none were successful. Finally, aluminum foil/wood was used to
replace of the wire/Plexiglas arrangement. Wires were then connected to the reader to
provide a good connection to the oscilloscope probes. In the results section of this thesis,
data readings and an analysis of the experimental findings will be presented.
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CHAPTER 4

THE RESULTS

As the results are presented, errors and uncertainties from each experiment are
also discussed. In this section, the different tags and their attributes are compared as well
as the amount of corrosion time each tag required before it stopped working. The many
figures given here accurately display the extent of corrosion damage to the tags.
Throughout the course of the experiments, it became clear that as corrosion attacks
canary material, the antenna will cease functioning, thus indicating corrosion is becoming
present in surrounding materials. It is also readily apparent that by allowing the canary
material alone to be exposed to corrosion instead of the entire tag antenna, the earliest
corrosion detection is guaranteed. Readings from the oscilloscope connected to the RFID
reader are analyzed and it is shown that the readings remain constant during corrosion
until the tag no longer works. Table 4.1 shows the tags with each canary material and
whether the test was successful or not.
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Table 4.1: Results of each canary material experiment.

Tag Type/Canary
LED/Copper

Successful
Yes

Experiment
Acid applied to canary
material

Microchip/Copper

Yes

Acid applied to canary
material

Microchip/Copper

Yes

Microchip/Copper

Yes

Acid applied to entire
tag; tag coated in
Datakoat
Acid applied to entire
tag; uncoated

Microchip/Plexiglas

No

Microchip/Plexiglas

No

Microchip/Plexiglas

No

Microchip/Plexiglas

No

Microchip/Plexiglas

No

Microchip/Plexiglas

No

Microchip/Plexiglas

No

Microchip/Plexiglas

No

Microchip/Wood

No

Microchip/Wood

Yes

Microchip/Wood

Yes

Wire soldered on top;
heated
Wire soldered on sides;
heated
Wire tightly wound
around Plexiglas; heated
Wire glued to Plexiglas;
heated
One side of wire
soldered, other side
folded in tape; heated
Two wires were
soldered and twisted in
middle; heated
Foil cut in bow tie
shape; heated
Foil cut with two thin
strips on sides; heated
Foil cut in bow tie
shape; put in water
Foil cut with two thin
strips on plywood; put
in water
Foil cut with two thin
strips on particle board;
put in water
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Description
Took 5-7 minutes;
deterioration visible; acid
had to be renewed
Took 5-7 minutes;
deterioration clearer than
LED tag; acid had to be
renewed
Copper still shiny; canary
material disintegrated
Took about 15 minutes;
substrate and copper
looks dirty; inner sections
and canary material
disintegrated
Heat melted solder
releasing wire
Wire became embedded
in plastic
Plastic swelled around
wire leaving indentions
Swelling broke up
plastic, no effect on wire
Wire appeared to stretch

Wires separated slightly,
but still connected
Plastic lifted foil and tape
of substrate
Foil left indentions in
plastic
Wood lifted foil and tape
from substrate
Thin strip broke nearest
the substrate
Thin strip broke nearest
the substrate

A. Detecting Corrosion

The first experiment showed that RFID tags can be used to detect corrosion. The
use of the LED in place of a microchip let the functionality of the tag be visually
monitored. When the copper tape alone was immersed in acid, the corrosion process
disintegrated the piece in five to seven minutes. Unlike the initial testing, the corrosion
process took about fifteen minutes before the tag stopped working. This experiment
demonstrates the concept that RFID technology is capable of early corrosion detection.
The nonfunctional tag is shown in figure 4.1. Because of the Datakoat, the cardboard
was untouched by the acid, but it does appear darker around the corroded area. Initially,
the canary material did not appear to be completely disintegrated as originally
hypothesized, but when examined closely, as in figure 4.2, the sections of copper that are
completely disintegrated are apparent. In corroding this first tag, the expectation and the
process for the rest of the experiment done was set. It was determined that the acid had
to be renewed after a period of five to seven minutes due to the ferric chloride changing
properties as it reacts with the copper and stopping the corrosion process. However, this
renewal process may have caused some error. In order to remove the old acid, the tag
was dabbed with a paper towel, which may have removed some copper particles in the
process. This experiment could have been improved by allowing the newly created
copper chloride to run off the tag before dripping new ferric chloride on the canary
material.
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Figure 4.1: Nonfunctional corroded LED tag.

Figure 4.2: Close up of corroded section of LED tag.
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Similar results were seen when the microchip tag was tested. The commercial
reader used LED and auditory indicators. When successfully reading a tag, the LED
would change from red to green and a ‘beep’ could be heard. The microchip tag was
deemed functional when the reader ‘beeped’. The reader continued to beep until a piece
of the canary material was completely disintegrated through the corrosion process. The
deterioration of the copper tape is much clearer than that of the LED tag due to it being a
thinner piece of copper. Gaps in the copper tape can be seen in figure 4.3. The errors
that occurred during the experiments on the LED tag were present in the experiments on
the tag with the microchip. Because the acid was localized to the canary material, the
acid had to be removed and renewed. This was done in the same manner as for the
previous experiment.

Figure 4.3: Nonfunctional microchip tag.
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In the final copper experiment, two microchip tags were completely covered in
ferric chloride. One tag was coated in Datakoat while the other remained unprotected.
The period of corrosion for the uncoated tag was approximately ten to fifteen minutes,
while the period of corrosion for the coated tag was approximately five minutes. When
the tag was coated in the resistive polymer, the corrosion only attacked the canary
material and the ferric chloride appeared to be repelled by the other sections of the
antenna. In addition, the cardboard of the uncoated tag had more discoloration from the
acid, as shown in figure 4.4.

Figure 4.4: Nonfunctional uncoated tag (left) and nonfunctional coated tag (right).
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When the two tags are compared, it can also be seen that the copper on the coated tag is
still shiny, while copper on the uncoated tag is dull and appears dirty. The outline of the
tape can be seen on the uncoated tag where the copper has disintegrated and the solder at
the connections is showing signs of deterioration. One side of the uncoated tag appears
to be more corroded than the other. The canary material is almost completely gone, but
so is the innermost section to the left of the canary material. There is also damage to the
next two sections on that same side and the innermost section of the canary side. This is
due to acid leaking off the tag. It may be difficult to see in figure 3.10, but the acid
initially leaked off the tag on the side to the left of the canary material. The acid was
pushed onto the tag with the paint brush so more fresh acid was in that area causing more
corrosion. On the coated tag, there is only damage to the canary material and it is broken
on either end. By allowing the canary material to be corroded before the rest of the tag,
there is a guarantee that the tag will stop functioning before corrosion causes damage on
surrounding materials. In this experiment, there were fewer errors due to the acid not
being changed. As the acid began to corrode the entire tag, the elapsed time before the
tag stopped working was much greater than when the canary material alone corroded.
The added time to corrode the whole tag versus just the canary material is reason to coat
protect the tag in practical application. This experimental procedure could be improved
by placing a tag in a sealed box and letting corrosion occur as naturally as possible over a
long period of time. This would show beyond doubt that the canary material corrodes
before the surrounding material.
The dielectric canary material experiment involved applying heat to the Plexiglas
canary material until the swelling of the dielectric caused a thin wire to break. With each
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method of attaching the wire to the tape over the Plexiglas, the wire would not break.
When the wire was wrapped around the dielectric it left indentions in the swelled plastic.
In many cases the wire would remain just on top of the plastic as it expanded. It is
possible the wire was not pulled taut enough, but the wire not breaking was most likely
due to the Plexiglas becoming too malleable as it was heated. Figure 4.5 shows a sample
of the failed Plexiglas tags.

Figure 4.5: Sample of failed Plexiglas tags with wire connections. A: Soldered on top. B:
Wrapped tightly around. C: Folded in one side of copper tape. D: Glued to plastic.
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When the wire was determined to be an ineffective medium, aluminum foil was
used instead. To solve the problem of the conductor becoming embedded and leaving
indentions in the plastic, the foil was cut wider on the ends.
The Plexiglas swelled greatest vertically and would lift the copper tape off of the
cardboard substrate and swell around the foil. In an attempt to prevent this occurring,
scotch tape was used along the edges of the Plexiglas. While this did keep the copper
tape attached to the cardboard substrate, the thin strip of aluminum foil remained intact.
The foil was then cut with a wide center section placed on the Plexiglas with thin strips
over the edges of the plastic. This also did not cause the foil to break and the foil left
indentations in the plastic. The final experiment replaced the Plexiglas with pieces of
particle board and plywood. Initially, the wood was not attached to the substrate and
became detached after a little over six hours. Other tests were done with plywood and
particle board where both were hot glued to the substrate and left overnight to absorb
water. When the tags were checked in the morning the particle board had swollen
enough to break the foil and about two hours after that, the plywood broke the foil as
well. This experiment could be improved by taking a video of the process to know
exactly when the foil broke. There are also many different types of dielectrics that could
be heated and not become too malleable, but none of these were readily available.

B. Future Experiments

When the reader was connected to the oscilloscope, the signal appeared to be a
packet of sine waves. When a tag is read by the reader, there are many packets. If
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analyzed appropriately, the serial number programmed to the microchip can be discerned
[17]. To do this, the expanded wave packet of figure 4.6 must be examined. As the
copper canary material was corroded; no change could be seen in the packets.
The dielectric canary material tag was not tested in this experiment because the
signal would look identical to the copper canary material tag. It would have been tested
if a change in antenna length could have been devised. In future experiments, it may be
possible to create a microchip with an impedance bandwidth instead of a single
impedance in order to monitor the change in antenna length. This improved tag design
would continue to function after corrosion is detected. The canary material could be
replaced and the tag could continue being used. As it stands now, a new tag is needed
every time corrosion is verifiably detected; however, the components of the current
detectors, the capacitor and microchip can be recycled and used on the new detector.

Figure 4.6: Wave packets of a healthy RFID tag signal.
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Figure 4.7: Expanded wave packet of RFID tag signal.

C. Summary

The LED tag and microchip tag provided similar results when corroded. When
localized to the canary material, the acid needed to be changed after a short period of
time, and both tags functioned until any small section of the canary material
disintegrated. Changing the acid caused an uncertainty that could have been overcome
by removing the old acid in another manner. This experimentation clearly shows that
RFID tags can be used to detect corrosion by way of tag functionality loss with the
introduction of corrosion to a canary material. This concept was expanded to show that
corroding only the canary material allowed for an earlier detection than simply allowing
the entire tag to corrode. To show this, ferric chloride was poured over both coated and
uncoated tags and monitored until a positive indication of corrosion was seen. Then
many ways of connecting a thin wire across the Plexiglas dielectric canary material were
tried. Unfortunately, none of these worked so a wooden canary material was tested with
aluminum foil and allowed to soak in water. The wood swelled and broke the foil strip
55

showing that dielectrics can also be monitored for corrosion through deformation. The
reader was then connected to an oscilloscope to show the returned signals.

This

information can be used as an incentive to perform more complex experiments leading to
a microchip and tag that will display a shift in the tag frequency while continuing to
operate after the introduction of corrosion.
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CHAPTER 5

CONCLUSION

Prior to these experiments, an economical method for remotely detecting
corrosion was not available. This research has demonstrated that an affordable and
economical method of utilizing RFID tags for remote corrosion detection is not just an
idea and may soon be widely available. This technology can utilize multiple materials as
the canary material, including most metals and some dielectrics, making it useful for
virtually any environment or corrosion condition. An early-warning corrosion detection
system can potentially lower the cost of maintenance for any industry using sealed
containers.

A. Review and Discussion of Hypothesis

An RFID tag was built because pre-made commercial tags were not readily
amenable to the modifications needed; attaching a canary material. Custom tags were
built using copper tape cut into 2mm strips, a 100 pF capacitor, a microchip, and a
cardboard substrate. The tags were then coated in a resistive polymer. The copper
canary material was covered in ferric chloride, which was found to corrode copper
quickly based on tests with 22 AWG and 30 AWG wires. When the canary material was
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successfully corroded, the tag no longer functioned and the concept of using a RFID
system to detect corrosion was proven. To determine the difference in corrosion time of
the whole tag versus just the canary material, ferric chloride was poured over two tags,
one coated in a resistive polymer and one left bare. It was shown that corrosion of the
canary material occurred much faster than corrosion of the entire tag. This guarantees the
tag will corrode before the surrounding materials becomes damaged and this can alert
users to provide maintenance in an appropriate amount of time. The Plexiglas that was
used as the dielectric canary material swelled with heat, as hypothesized, but did not
cause the thin wire to break. The connection was not broken until thin aluminum foil was
placed over a piece of wood that was then soaked in water for many hours. Next, the
commercial RFID reader was outfitted with two wires soldered to the D- and ground pins
of a USB plug, allowing a secure connection to an oscilloscope. The copper canary
material tag was corroded while connected to the oscilloscope to show a constant signal
until the tag stopped working.

B. Future Experiments and Recommendations

In future experiments this work can be improved upon by making the RFID tags
on a flexible substrate. If the tag is placed on a curved surface though, the connections
need to be sturdy enough to allow the antenna to continue to function. To do this,
soldering the connections of each section of antenna is crucial. The experiment could be
expanded by utilizing other materials and means of corrosion for testing; for example,
antennas made of iron submerged in a salt bath. This experiment can be further improved
by allowing a material to be naturally corroded while a tag with a matching canary
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material undergoes the same conditions. The corrosive state of the base material can then
be compared to the corrosive state of the canary material to determine the respective
periods of corrosion.

Doing so will provide necessary information for commercial

endeavors such as using a large impedance bandwidth microchip so that as the impedance
of the antenna changes, it can still communicate with the chip. In order to create a
commercial device from these experiments, the reader would need to be portable and
handheld with a display or screen showing a graph of frequency vs. signal strength.

C. Summary

In conclusion, this experiment was a success. After determining that commercial
tags could not easily be modified, a small, remotely accessed corrosion sensor was built
using available RFID technology and successfully tested. The corrosion period of the tag
was shortened by using ferric chloride acid and it was determined that allowing the entire
tag to corrode would increase the chance that corrosion could damage the surrounding
materials before it was detected. Thus, it was concluded that corrosion detection is most
efficient when the canary material is exposed while the remainder of the tag is protected.
Further experimentation is required to produce a RFID tag that can continue to function
in the presence of corrosion. This tag will have a specialized microchip that allows it to
communicate with antennas of different impedances. These tags can be read with a
reader connected to an oscilloscope. Future experiments may include the use of different
canary materials and natural corrosion of both the tag and base material. There are
endless possibilities for this sensor because RFID systems are so versatile and corrosion
exists in many forms on many materials.
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